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Virtualization facilitates
management and disaster
recovery by consolidating

multiple servers on

one piece of hardware.

Combine and

CONQUER

ver the past few years, server

virtualization has proven its

worth as a method for helping

organizations rein in rampant
data center growth. By enabling a single
piece of hardware to run multiple oper-
ating system images at once, virtualiza-
tion has given organizations the ability
to repurpose and consolidate existing
servers.

Today, however, server virtualiza-
tion has matured into a broader plat-
form offering a host of benefits beyond
server consolidation. By eliminating

many of the con-

straints  associated

with traditional server

hardware, virtualiza-

tion creates a dynamic

environment that sim-

plifies management and enables cost-
effective disaster recovery solutions.

“Organizations of all sizes are

smaN ABojouyods] sinoy ig

91T "ON Hulieg
MO ‘Ps|nL
aivd
39VISOd SN
als 13syd

<~

continuing to deploy virtualization
solutions, demonstrating that the tech-
nology has moved well beyond industry
hype,” said Matt Niswonger, Solution
Specialist, UltraTech Resources. “A big
reason for this growth is that organiza-
tions no longer see virtualization as
simply a tool for cutting costs through
While that
remains a powerful driver, organiza-

server consolidation.
tions are beginning to take an expand-
ed view of how the technology can be
utilized.”

Virtualization Basics

In a typical server, a single operat-
ing system coordinates the functions of
the CPU, memory, hard drive and net-
work card. Virtualization uses software
called a “hypervisor,” or virtualization
manager, to allow multiple operating
systems to share those hardware
resources. As far as the operating sys-
tem is concerned, each virtual server is
a distinct machine.

continued on page 2
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“Virtualization essentially transforms hardware into software.
Multiple virtual machines share hardware resources
without interfering with each other.”

Combine and Conquer

continved from p. 1 ...

“Virtualization essentially trans-
forms hardware into software. Multiple
virtual machines share hardware
resources without interfering with each
other so that you can safely run several
operating systems and applications at
the same time on a single computer,”
said Niswonger.

The hypervisor can be installed as
a separate piece of software, or embed-
ded in the server’s microprocessor
architecture. VMware — generally con-
sidered to be the leader in the virtual-
ization market — takes the latter
approach. VMware’s ESXi platform
uses a hardware-integrated hypervisor
that does not rely on any general-pur-
pose operating system. According to
VMware, ESXi creates an ultra-thin
environment that improves reliability,
decreases power consumption and min-
imizes security risks.

Microsoft, in contrast, uses a soft-
ware component to create a virtualized
environment. Microsoft Virtual Server
2005 R2, which runs on Windows Serv-
er 2003, creates multiple, isolated virtu-

al machines that each support a guest

operating system environment. Virtual
Server 2005 R2 supports multiple ver-
sions of Windows as well as SuSE Linux
and Red hat Linux. Microsoft is finaliz-
ing a new version of its virtualization
technology, called Hyper-V, which runs
on Windows Server 2008.

Key Benefits

In a virtualized environment,
organizations can automate server pro-
visioning — the setup, installation and
configuration of servers. Once a virtual
server has been created and properly
configured, it can be saved as a so-
called “gold image” and then deployed
multiple times. There is no need to pur-
chase and configure new hardware —
the gold image is easily updated and vir-
tual servers can be swapped in and out
fluidly based on business needs.

Rapid provisioning helps reduce
the cost and complexity of data center
management. Additionally, it provides
organizations with simpler, more cost-
effective disaster recovery. Redundant
servers can be easily created by provi-
sioning virtual machines rather than
purchasing  additional  hardware.
Recovery of the gold image is a single-
step process that greatly improves the
ability to meet time-to-recovery targets.
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And because virtualized servers do the
work of more physical servers, organi-
zations can reduce their hardware
investment in a separate disaster recov-
ery site.

Hardware cost has always been
among the biggest challenges with dis-
aster recovery. An organization with 50
servers in a production facility would
incur a tremendous amount of overhead
if it chose to keep 50 servers available at
a disaster recovery facility at various
states of readiness. In a virtualized envi-
ronment, however, the organization
might only need 20 pre-provisioned
physical servers in the DR site. In the
event of a disaster, it would only take a
click of a button to bring the imaged
servers at the DR site online and shift
the traffic loads over. This not only
reduces hardware costs, but improves
the ability to keep the DR site and the
primary site in sync — not just from a
data perspective but also from the oper-
ating environment of each server.

“Disaster recovery is one of the
key benefits of virtualization technolo-
gy,” Niswonger said. “UltraTech can
show you how to reduce business risk
while simplifying IT management with
cost-effective virtualization solutions.”
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Banks, Phone Companies Top Targets

ank of America, AT&T and Sprint top the list of firms targeted by identity
thieves, according to a new study conducted by the University of California’s
Berkeley Center for Law and Technology.

The study looked at some 88,000 complaints that were filed with the Feder-
al Trade Commission during a three-month period in 2006, a year in which the
FTC recorded 246,035 total identity theft-related incidents. Report author Chris
Hoofnagle said the study highlights the fact that consumers, regulators and busi-
nesses have no reliable way to assess which banks and financial institutions have
higher incidents of identity fraud. He concludes that if these figures were made
readily available to the public, consumers would be more likely to choose institu-
tions based upon their security record.

Mobile Workforce Grows Rapidly

ressure on companies to provide work/life balance programs for employees

combined with advances in mobile technologies is increasing the number of
mobile workers in the U.S. and around the world. By year-end 2011, IDC expects
nearly 75 percent of the U.S. workforce will be mobile.

In addition to meeting the demands of today’s workforce, enterprises are
deploying mobile solutions to meet both horizontal and vertical industry needs dri-
ven by increasing business response time as well as to help reduce corporate space
(and leasing) requirements. Organizations deploying mobile solutions enjoy a
strategic competitive advantage over their competitors who have not invested in
integrating mobility into their cultural roadmap.
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Your Behind-the-Scenes IT Team

UltraTech

resources

UltraTech Remote Support is like having a team of highly qualified computer

UltraTech Resources, Inc.

16401 Swingley Ridge Road, Suite 250
Chesterfield, MO 63017
636.594.2004 - Chesterfield
636.978.3200 - O'Fallon, MO
314.985.5646 - St. Louis
877.235.7698 - Toll Free
636.594.2005 - Fax

Microsoft
GOLD CERTIFIED
Partner

troubleshoot your computer.

digit PIN.

any time.

Small Business

Microsoft. |
Specialist
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technicians in your small business or home office. Simply call us whenever you have
a problem or question, and our techs — with your permission — can remotely

«» Our techs only gain access to your computer through a onetime-use, six-
*» You watch everything we do on your PC, and can cancel the session at

«» Problems are resolved quickly and cost-effectively, by people you trust.

UltraTech Remote Support. Secure. Fast. Convenient.




WISHFUL THINKING?

Survey shows most
organizations are
overly optimistic when
it comes to disaster
planning, preparing

only for short outages.

usiness continuity man-

agement (BCM) and

disaster recovery (DR)

programs are getting

better, however, work
still needs to be done to increase the
quality and maturity of these pro-
grams. According to a recent Gart-
ner Inc. survey of 359 information
security and risk management pro-
fessionals from the U.S., U.K. and
Canada, nearly 60 percent of orga-
nizations only plan for their longest
outage to be seven days.

“The fact that most organiza-
tions plan for an outage that lasts
up to seven days indicates a huge
hole in those organizations’ ability
to sustain business operations if a
regional disaster strikes,” said
Roberta Witty, research vice presi-
dent at Gartner. “The impact of a

disaster that lasts more than one
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week can have enormous negative
impact on revenue, reputation and
brand. Regional incidents, terror-
ism, service provider outages and
pandemics can easily last longer
than seven days. Therefore, enter-
prises must be prepared. More
mature BCM/DR programs plan for
outages of at least 30 days.”

Types of Threats

When planning for specific
types of disaster scenarios, 77 per-
cent of companies have a plan for a
power outage or fire, and 72 per-
cent have a plan for a natural disas-
ter, such as a flood or hurricane. At
least half the companies surveyed
also have plans for IT outages, com-
puter-virus attacks, terrorism and
key service providers’ failure.

“With the growing use of
third-party service providers to con-

duct mission-critical business func-
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tions, organizations that don’t plan for this type of business
outage can find themselves in a tough position in the event
that this scenario becomes a reality,” said Witty.

Most BCM/DR plans are for a single facility outage,
and planning for regional disasters has dropped in priority
during the past couple of years. Organizations are, however,
taking pandemic planning warnings more seriously than in
the past (29 percent in 2007 vs. 8 percent in 2005).

With the growing awareness that continuing business
operations after a disaster requires a lot of planning, organi-
zations are also realizing that the approach to best manage
an incident is to have a dedicated group of people on a cri-
sis management team. A total of 37 percent of organizations
use a physical crisis command center to coordinate emer-
gencies, such as a local hotel room or conference room.
However, understanding that many disasters happen when
employees are not in one place, 31 percent of companies
have established a virtual command center so that traveling
or off-site personnel can be included in the management of

an incident.

Key Considerations

Conducting a business impact analysis (BIA) is the
most critical process in the development of a DR strategy
and associated plans because it provides the business
requirements used to develop the plan. Exercising (formerly
called testing) on a regular basis is the second most-critical
component of a BCM program.

Having a plan is only a fraction of the maturity of the
BCM/DR process. Knowing that the plan works during an
actual emergency is key to a business’s survival. A total of 28
percent of organizations reported that their last DR exercise
went well and met all their service targets. However, 61 per-
cent of survey participants reported that they had problems
with the exercise, which should not give any organization a
good sense of security that their DR program will meet the
business recovery needs when a crisis strikes.

“Enterprises with the best BCM and DR practices have
a corporate culture that values availability and an under-
standing of the costs associated with business process out-
ages,” said Witty. “These enterprises also realize that follow-
ing a well-defined process when disaster strikes is signifi-
cantly better than trying to respond to an incident in crisis
mode without the benefit of planning, coordination and test-

ing, which helps minimize downtime and costs.”

got data?

Recover lost data — even

from damaged drives!

Don't assume a drive is a total loss, even if another
technician tells you so. The data recovery specialists at
UliraTech Resources have state-ofthe-art fools and
advanced fraining in drive restoration, imaging and data
recovery that enable us to recover the maximum amount

of data in the shortest amount of time possible.

When your critical data is at stake, entrust your delicate

recovery fasks 1o the experts at UliraTech.
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resources

UltraTech Resources, Inc.
16401 Swingley Ridge Road, Suite 250
Chesterfield, MO 63017

636.594.2004 - Chesterfield 877.235.7698 - Toll Free
636.978.3200 - O'Fallon, MO 636.594.2005 - Fax
314.985.5646 - St. Louis
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Software Compliance Pays

Eliminating unlicensed software cuts liabilities and
risks while boosting the return on your IT investment.

he U.S. economy appears to
be slipping into recession,
Federal
Reserve to cut interest rates,

prompting  the

Washington to propose an
economic stimulus package and politi-
cians to make bold campaign promises.
However, the Business Software
Alliance (BSA) suggests that many of
us are overlooking a great way to give
the economy a shot in the arm: stop
software piracy.

Software piracy includes any
unauthorized copying, distribution or
use of copyrighted software. Many
people think of software pirates as
those who sell thousands of copies of
CDs or post software for sale on the
Internet. However, making just one
extra copy of an application —
whether for profit or not — constitutes
software piracy.

It continues to be a serious prob-
lem. According to the BSA’s most
recent data, the U.S. IT industry lost
$7.3 billion as a result of software
piracy in 2006, an increase of $400

million over the previous year. The
“Fourth Annual Global Software Pira-
cy Study” — conducted by industry
research firm IDC for the BSA in May
2007 — shows that 21 percent of soft-
ware in the U.S. is unlicensed.

‘Multiplier Effect’

In January, the BSA released the
results of a new IDC study projecting
significant economic benefits from
reducing the amount of unlicensed
software. Cutting software piracy in
the U.S. by just 10 percentage points
over the next four years could generate
more than 32,000 new jobs, $41 bil-
lion in economic growth, and $7 bil-
lion in tax revenues above current pro-
jections.

The study notes that the IT
industry is already a major contributor
to the American economy. In 2007, the
U.S. spent nearly $458 billion on IT
goods and services including comput-
ers, peripherals, network equipment,
packaged software and IT services.
That spending accounted for 3.4 per-
cent of gross domestic product (GDP),

www. StiTechNews.com

supported more than 314,000 IT com-
panies with 2.9 million IT industry
employees, and helped generate $485
billion in IT-related taxes.

Yet the IT sector’s contribution to
the U.S. economy would be even
greater if America’s 21 percent PC soft-
ware piracy rate could be lowered to
11 percent by 2011, the study said.
Such an improvement would add high-
ly skilled jobs to the labor force, sup-
port the creation of new companies,
lower business risks and fund govern-
ment services without a tax increase.
software

effect.”
According to IDC, for every $1 spent

Moreover, reducing

piracy has a “multiplier
on legitimate packaged software, an
additional $1.25 is spent on related
services from local vendors such as
installing the software, training person-
nel and providing maintenance ser-

vices.

Business Benefits

Software compliance also helps
individual businesses. The most benefit
comes from reducing the risk of legal
fees, fines and penalties — which can
be as high as $150,000 per infringe-
ment. Eliminating pirated software
also reduces security risks since such
software is unsupported, potentially
defective, and often harbors viruses,
worms and other malware.

Establishing a software license
management process also helps organi-
zations evaluate their software needs,
maximize their IT investments and
improve overall performance. Unneed-
ed software is systematically removed
to free up space on existing hardware
as well as to control software licensing
and support costs. Those budget dol-
lars can then be reallocated to software
purchases and upgrades that improve
productivity and deliver competitive
advantage.

A lot of Americans are worried
about the economy right now, as recent
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turmoil in the stock market suggests. Organizations looking
for ways to soften the impact of a recession could start by
scrutinizing their servers and desktops. By eliminating unli-
censed software, organizations can do a lot to help the econ-
omy — and their own bottom lines.

“When countries take steps to reduce software piracy,
everyone benefits,” said Robert Holleyman, president and
CEO of BSA. “With more and better job opportunities, a
stronger, more secure business environment, and greater
economic contributions from the already robust IT sector,
reducing software piracy would deliver tangible benefits for

governments and local economies.”

Global Impact

The study also reveals some surprising changes in the
global IT landscape that could result from piracy reductions
in emerging economies. For example, a 10 percent reduction
in China’s 82 percent PC software piracy rate could make
that nation’s IT workforce the largest in the world within
four years, surpassing the number of IT workers in the Unit-
ed States. The number of IT jobs in China would grow by
an additional 355,000 beyond those already projected,
bringing the total number of IT jobs in China to almost 3.5
million by 2011. The improvement could increase IT spend-
ing growth from 10.3 percent a year to 13.7 percent
between 2008 and 2011.

Likewise, a 10 percent cut in Russia’s 80 percent PC
software piracy rate could help make the Russian IT sector
larger than India’s within four years, putting it among the
top three fastest-growing IT markets in the world. By 2011,
with reduced software piracy, Russia’s I'T sector would be a
$33.9 billion industry, compared to $32.2 billion in India
without a cut in piracy and $33.7 billion with a cut in pira-
cy. Russia’s IT sector would see annual growth in spending
rise from 14.6 percent to 18.2 percent between 2008 and
2011 with a 10 point cut in piracy, with 20.2 percent
growth for India and 21.4 percent for Kazakhstan (both
with a 10 point piracy reduction).

“The IDC data offer convincing evidence that coun-
tries with moderate and high piracy rates stand to gain the
most from reducing piracy in terms of creating stronger
local IT sectors — and stronger economies and societies
overall,” Holleyman said.

“With this report, we are able to further quantify the
many benefits that nations can obtain through stronger pro-
tection of intellectual property and greater education and
awareness of IP rights in the software marketplace,” said
John Gantz, Chief Research Officer, IDC. “It’s clear that
reducing software piracy delivers real results that help real
people with real challenges.”
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Funny, 1t doesn’t look
like a smoking gun.

Cell phones, GPSs, PDAs and other handheld devices have
become practically indispensable as business and personal
productivity tools these days. In many cases, they can also
be repositories of a variety of dirty little secrets in the form
of data, text messages and photographs. As such, they have
become increasingly important in a broad range of criminal

and civil investigations.

Handheld devices are really tiny computers with their own
operating systems, file systems, file formats and methods of
communication. Performing a forensic examamination on
one of these devices takes special software and special
knowledge of the way they work, as well as where possible
evidence could be stored.

Ispirian Incorporated’s computer forensic

experts have the specialized tools,
training and expertise to properly
identify, collect and protect
evidentiary data from handheld
devices. Call us today to learn
more. Ispirian is a member
of the High Technology
Crime Investigation
Association (HTCIA).

Ispirian Incorporated

|S PI R I A N Chesterfield, MO 63017
COMPUTER FORENSICS 4 Fax: 636.594.2000
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all your technology needs under one umbrella

IT staffing solutions2 Check.
Custom software and Web development? Check.

Comprehensive networking and security services? Check.

Unlike many other consulting firms, SyllogisTeks has developed unmatched expertise in several critical areas,
which allows us to serve as a central source for a broad range of high-quality solutions to complex IT issues.
Contact us today and let us show you how we can help you simplify your business with technology.

SYLLOGISTEKS

Simplifying Business with Technology
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Chesterfield, Missouri 63017  ®  Phone: (636) 736.2100 ®m Fax: (636) 736.2101




