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UltraTech provides
the knowledge,
experience, service
and customer focus

Byerly RV demands.

hat do you look for in a
technology provider?

Knowledge, experi-
ence and industry certi-
fications are certainly
important. So is the ability to respond
quickly to any IT issues that arise. But
one of the things that sets UltraTech
Resources apart is its focus on the busi-
ness needs of each customer.
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Just ask Keith Kendall, vice presi-
dent of Byerly RV.

“We were looking for someone to
help us with our IT needs, and Ultra-
Tech was the only firm that was willing
to work with us on an on-call basis,”
Kendall said. “The other two firms we
interviewed wanted to dictate how we
dealt with them and lock us into a bind-
ing agreement. UltraTech made a pre-
sentation and showed us how they
could help us. That’s probably the No.
1 reason why we decided to partner
with them.”

Ready, Willing and Able

UltraTech’s
model is backed by some of the top IT

customer-focused

talent in the industry. As a Microsoft
Gold Certified Partner, UltraTech must
ensure that its engineers and technicians

continued on page 2



I've always had instant
access fo the help |
need, and to me that is
key. I'm just like
everybody else in the
universe — | want my

problem taken care of

now. And UltraTech

always responds quickly.

The Right Partner

continved from p. 1 ...

meet and maintain rigorous certification stan-
dards. What’s more, the UltraTech team has a
wide range of experience implementing and
maintaining servers, storage, security and
more, for organizations of all sizes.

Kendall says the UltraTech team has
always been very responsive, either on-site or
over the phone. UltraTech is able to solve
Byerly RV’s IT problems quickly.

“Pve always had instant access to the
help I need, and to me that is key,” Kendall
said. “Im just like everybody else in the uni-
verse — | want my problem taken care of
now. And UltraTech always responds quickly.”

As the relationship between the two
firms grew and evolved, UltraTech began to
take on a more consultative role in order to
help Byerly RV evolve its IT infrastructure.
The UltraTech team implemented a Microsoft
Small Business Server solution for Byerly RV,
and recommended the UltraShield managed
security solution to help mitigate security
risks.

“That really got us thinking,” Kendall
said. “We didn’t own all the computers — sev-
eral of our staff used their own PCs and lap-
tops, and were having real problems with
security threats and junk e-mail. We needed a
solution that gave us better control over the
whole system.”

End-to-End Security

The UltraShield solution is ideal for
firms such as Byerly RV that lack skills and
resources to implement business-grade securi-
ty systems and keep those systems up to date.
UltraShield isn’t just a product but a service in
which UltraTech engineers and technicians
implement, monitor and maintain a state-of-
the-art security appliance on behalf of the cus-
tomer.

“We use an adapted firewall with an
intrusion prevention system that will identify
and block attacks that other stateful inspec-
tion firewalls don’t stop,” said Matt Nis-
wonger, Solution Specialist for UltraTech
Resources. “The UltraShield service covers
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any maintenance to the device — whether it
be updates that come from the manufacturer
as new threats arise, or customization that the
customer needs. We ensure that the device is
doing its job, and we provide the customer
with reports that show what attacks were
thwarted.”

The UltraShield solution scans Web traf-
fic, e-mail traffic and more, and includes an
automated threat assessment that examines
the customer’s infrastructure for vulnerabili-
ties. It also provides antivirus protection and
spam filtering — a key feature for Byerly RV.

“We were having a lot of junk come into
the company, and it was becoming a big prob-
lem. UltraTech pointed out the risks involved
and recommended the UltraShield solution. It
was exactly what we needed at that point,”
Kendall said.

Custom Fit

Byerly RV couldn’t risk losing business
by locking its systems down too tightly. The
UltraTech team customized the UltraShield
solution to balance security against Byerly
RV’s business requirements.

“We get a lot of e-mails from customers
that are legitimate but could easily get caught
by spam filters,” said Kendall. “UltraTech set
up a quarantine system that captures suspi-
cious e-mails but allows each end-user to
review them and determine what’s valid and
what’s junk.”

The UltraShield solution includes many
other features — for example, Byerly RV can
limit each user’s access to the network based
upon legitimate business need. Most of all,
UltraShield provides Byerly RV with a com-
prehensive security solution that’s monitored
and maintained by UltraTech’s technicians.

Now celebrating its 60th year in busi-
ness as an RV dealership, Byerly RV has
grown to 35 employees on an 18-acre facility
at the corner of Route 109 and Interstate
Highway 44 in Eureka, Mo. To meet its IT
and security requirements, the company needs
a technology provider with knowledge, expe-
rience and dedication to customer service.
Byerly RV demands a lot but knows that
UltraTech will deliver.
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FCC Approves Emergency Text Alerts

he Federal Communications Commission in April approved a plan to create a

nationwide emergency alert system using text messages delivered to cell phones.
The plan stems from the Warning Alert and Response Network Act, a 2006 feder-
al law that requires upgrades to the nation’s emergency alert system.

Carriers do not have to participate in the system, but all four major nation-
al carriers said they most likely will participate. Cell phone subscribers can’t be
charged for receiving alerts, and they will be able to opt out of the program. Under
the plan, carriers would send text messages to subscribers warning them of three
types of emergencies: a national disaster that could jeopardize the health and safe-
ty of Americans, such as a terrorist attack; imminent or ongoing threats such as
hurricanes, tornadoes or earthquakes; child abductions or Amber alerts.

Economic Woes May Accelerate Offshoring

he current U.S. economic slowdown will lead buyers of IT services to consider
increasing the percentage of their labor in offshore, lower-cost locations,
according to a new report from Gartner. The technology research and advisory
firm says India will remain the dominant location for IT offshore services for
North American and European buyers as a result of its scale, quality of resources
and strong presence of local and traditional service providers.
“Organizations are likely to conclude that increasing the proportion of work
to offshore locations is the best way to reduce labor costs, among other benefits,”

said Arup Roy, senior research analyst, Gartner.
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Your Behind-the-Scenes IT Team

UltraTech

resources

UltraTech Remote Support is like having a team of highly qualified computer

UltraTech Resources, Inc.

16401 Swingley Ridge Road, Suite 250
Chesterfield, MO 63017
636.594.2004 - Chesterfield
636.978.3200 - O’Fallon, MO
314.985.5646 - St. Louis
877.235.7698 - Toll Free
636.594.2005 - Fax

Microsoft
GOLD CERTIFIED
Partner

troubleshoot your computer.

digit PIN.

any time.

Small Business

Microsoft. |
Specialist
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technicians in your small business or home office. Simply call us whenever you have
a problem or question, and our techs — with your permission — can remotely
«» Our techs only gain access to your computer through a onetime-use, six-
2 M .
*» You watch everything we do on your PC, and can cancel the session at

«» Problems are resolved quickly and cost-effectively, by people you trust.

UltraTech Remote Support. Secure. Fast. Convenient.
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Researchers are predicting an increase
in cyber crime tied to Olympic Games.

he Olympic motto is “Citius,

Altius, Fortius,” which is

Latin for “Faster, Higher,

Stronger.” While thousands

of athletes from all over the
world will take those words to heart
during the 2008 Olympic Games this
summer in Beijing, China, information
security experts fear that cyber crimi-
nals will also be inspired to test their
skills.

Event-based attacks and scams
are always popular among cyber crim-
inals. With the whole world watching,
the 2008 Olympics may fuel a surge in
new cyber attacks, phishing and fraud.

“Based on historical experience,
many hackers seeking to make a name
for themselves view the Olympic

Games as a challenge and a target, and
the Beijing Olympics may face attacks
from individual hackers, groups, orga-
nizations, as well as other countries
and those with all kinds of political
motivations, therefore the network
security situation is very grim,” China's
National Computer Network Emer-
gency Response Technical Team
(CNCERT) said in a report released in
April.

In fact, Olympics-related threats
head the list of risks likely to be forth-
coming in the next few months.
Researchers at Websense predict the
possibility of large scale denial-of-ser-
vice (DoS) attacks on Olympics-related
sites as political statements, and e-mail
fraud attempts keyed to the games.
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Additionally, the firm predicts compro-
mises of popular Olympic news or
other sports sites designed to install
malicious code on end-users’ machines
and steal personal or confidential busi-
ness information.

Other potential threats making
Websense’s watch list for 2008 include:

Malicious spam will appear with-
in blogs, search engines, forums and
Web sites.
use Web spam to post URLs to mali-

Hackers will increasingly

cious sites within forums, blogs, in the
commentary or “talk-back” sections of
news sites and on compromised Web
sites. This activity not only drives traf-
fic to the infected Web sites but also
assists in the purveyor’s site sitting
higher on search engine rankings,
increasing the risk that users will visit
the site.

Attackers will use the Web’s
“weakest links” to launch attacks. The
advent of Web 2.0 additions such as
Google Adsense, mash-ups, widgets
and social networks along with the
massive amounts of Web advertise-
ments linked to Web pages have
increased the likelihood of “weak
links” —Web sites and content that are
vulnerable to compromises. Most vul-
nerable are search engines and large
user networks such as MySpace, Face-
book or other social networking sites.

The number of compromised
Web sites will surpass the number of
created malicious sites. Rather than
creating malicious sites, attackers are
now more likely to use compromised
sites as their launching platforms.
Compromising well-visited sites pro-
vides attackers with built-in Web traf-
fic and minimizes the need for lures
through e-mail, instant messaging or
Web posts.

Cross-platform Web attacks will
increase. With the popularity and
growing use of iPhones and Macintosh
computers, researchers predict attack-
ers will increasingly launch cross-plat-
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form Web attacks that detect the operating system in use and
serve up code specifically targeting that operating system
instead of attacks based on just the Web browser.

There will be a rise in targeted attacks on special-inter-
est groups. Web 2.0 has inspired an uptake in visits to visit
chat rooms, social networking sites and special-interest Web
sites dedicated to travel, automotive and other topics. These
sites provide attackers with potential victims that fall within
a certain age group, wealth bracket, or people with particu-
lar purchasing habits. Researchers predict attacks will target
specific social networking or special-interest sites that have
a higher probability of delivering a payoff.

JavaScript will be morphed in attempts to evade anti-
virus scanners. Hackers will increasingly use poly-morphic
JavaScript (Polyscript) — which means that a uniquely-
coded Web page is served up for each visit to a malicious
Web site. By changing the code every visit, signature-based
security scanning technologies have difficulty identifying
Web pages as malicious.

Data concealment methods will increase in sophistica-
tion. Websense predicts an increased use of crypto-virology
and sophistication in data concealment, including the use of
stenography, embedding data within standard protocols, and
potentially within media files. Toolkits widely available on
the Web will be used to embed proprietary information and
steal data.

Global law enforcement will crack down on key hack-
er groups and individuals. In 2007, large-scale Internet-
based attacks garnered the attention of law enforcement
officials around the world. The global cooperation of
enforcement agencies could lead to a big crackdown and
arrests of key members of a hacker group.

“Vishing” and voice spam will combine and increase.
Vishing is the practice of using social engineering and Voice
over IP (VoIP) to gain personal and financial information. To
date, researchers have seen an increased number of vishing
attacks but not a lot of spam — or proactive automated call-
ing — targeting the vast cell phone user population. Web-
sense predicts the two will combine and increase, with users
receiving automated voice calls on LAN lines with voice
spam to lure them to input their credentials through the tele-
phone.

“Looking at the current attack trends, cyber criminal
techniques are evolving quickly and efficiently to not only
evade detection, but to steal data and manipulate trusted
content such as Web sites and applications,” said Dan Hub-
bard, vice president of security research, Websense. “It’s crit-
ical that organizations and individuals recognize that attack-
ers are changing techniques and launching targeted attacks.”
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Funny, 1t doesn’t look
like a smoking gun.

Cell phones, GPSs, PDAs and other handheld devices have
become practically indispensable as business and personal
productivity tools these days. In many cases, they can also
be repositories of a variety of dirty little secrets in the form
of data, text messages and photographs. As such, they have
become increasingly important in a broad range of criminal

and civil investigations.

Handheld devices are really tiny computers with their own
operating systems, file systems, file formats and methods of
communication. Performing a forensic examamination on
one of these devices takes special software and special
knowledge of the way they work, as well as where possible
evidence could be stored.

Ispirian Incorporated’s computer forensic

experts have the specialized tools,
training and expertise to properly
identify, collect and protect
evidentiary data from handheld
devices. Call us today to learn
more. Ispirian is a member
of the High Technology
Crime Investigation
Association (HTCIA).

Ispirian Incorporated

|S PI R I A N Chesterfield, MO 63017
COMPUTER FORENSICS 4 Fax: 636.594.2000
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Recent update to Internet root servers unleashes the potential of IPv6.

he new Internet era officially
began on Feb. 5. That’s when six
of the world’s root server net-
works were updated to include
records in Internet Protocol ver-
sion 6 (IPv6) — the first step in what will
become a major overhaul of the Internet’s

core address system.

The Internet Corporation for
Assigned Names and Numbers (ICANN),
which maintains the Internet’s addressing
systems, has been working toward the
switch for years in an attempt to forestall
a possible depletion of Internet addresses.
IPv4, which has formed the basis of the
Internet for more than 20 years, is rapidly
approaching its upper limits.

dated only IPv4. Now it will be possible
for computer systems to communicate via
the Web using IPv6 addressing exclusively.

“The addition of IPv6 addresses for
the root servers enhances the end-to-end
connectivity for IPv6 networks, and fur-
thers the growth of the global interopera-
said David Conrad,
ICANN’s vice president of research and

ble Internet,”

strategy. “This is a major step forward for
IPv6-only connectivity and the global
migration to IPv6.”

The move to IPv6 is inevitable.
IPv4’s 32-bit addressing allows for about
4 billion unique IP addresses, and ICANN
executives say the remaining pool of unal-
located addresses will run dry by 2011.

It hasn’t been a sudden transition.
IPv6 is already in use in a few large corporations, many large
carriers and Internet Service Providers (ISPs) already support
IPv6 traffic at commercial levels, and a host of federal agen-
cies are preparing to meet a June 30 deadline for having
[Pv6-compatible network backbones.

End-to-End IPv6

But until ICANN made the update in February, those
who were using IPv6 had no choice but to run it concur-
rently with IPv4 because the root server networks accommo-
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Using 128-bit addressing, IPv6 theoretical-
ly allows the creation of more than 340 trillion trillion tril-
lion possible unique addresses — enough to give every
human on the planet trillions of addresses of their own.

Making the Transition

This doesn’t necessarily signal the impending death of
IPv4, however. The two addressing systems likely will run in
parallel for years to come. However, there are compatibility
issues, which means organizations must soon begin planning

for their transition to the new protocol.
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The industry has had years to
prepare for this, so compatibility issues
are not insurmountable. Dual stack
[Pv4/IPv6 devices and software can
help ease the transition by running
both protocols simultaneously. In addi-
tion, the latest versions of most premi-
um network components such as
routers, switches, hosts and client sys-
tems are already IPvé6-capable. Still,
some low-cost consumer-grade equip-
ment and some applications do not yet
support IPv6 — a fact organizations
must bear in mind as they research all
future IT purchases.

Experts also say firewall and
security policies should be reviewed to
determine how IPv6 will affect them,
and in-house software should be
upgraded to ensure compatibility. In
addition, IPv6 should be tested in an
internal lab to certify client/server soft-
ware, develop operational and support
practices, and support transition plan-

ning.

Great Potential

While network future-proofing
and infrastructure management are the
key reasons for transitioning to IPvé,
businesses will be able to leverage IPv6
in a number of ways. Additional IP
addresses will be needed to accommo-
date the many smartphones and other
“smart” devices such as cameras, PDAs
and USB devices that manufacturers
plan to connect to the Internet in the
years ahead.

In addition, the QoS features
built directly into IPv6 will help
improve the quality of encrypted voice
over IP calls. IPv6 also will enable
devices to multicast, which is the abili-
ty to send information and establish
unique links to multiple devices with-
out resending the same data to each
device. That will make it easier to
stream live video to multiple locations
at once.

There is also huge potential for
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new applications and devices that are
IPv6-enabled. The protocol is expected
to make a big impact in the field of
home networking, including multime-
dia entertainment, appliance manage-
ment and home security. With IPv6,
home networks can monitor and con-
trol a broad range of Internet-connect-
ed devices — from refrigerators and
washing machines to security systems
and climate control — from any
remote location. Wireless network
cameras can be easily deployed to

monitor a residence, and electronic

locks can be installed to remotely lock
or unlock doors.

Even if organizations don't have
immediate plans to implement IPvé,
preparing for the inevitable transition
now as opposed to later will only
decrease the burden on IT administra-
tors. The process doesn’t have to be
daunting if a thoughtful approach is
taken. As IPv6 continues to gain
momentum, organizations that fail to
plan ahead risk finding themselves at a

competitive disadvantage.

all your technology needs under one umbrella

IT staffing solutions@ Check.

Custom software and Web development2 Check.

Comprehensive networking and security services2 Check.

Unlike many other consulting firms, SyllogisTeks has developed unmatched
expertise in several critical areas, which allows us to serve as a central source
for a broad range of high-quality solutions to complex IT issues. Contact us today
and let us show you how we can help you simplify your business with technology.
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Chesterfield, Missouri 63017 m

Simplifying Business with Technology

o
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where are the holes in your security?

According to Gartner, 40 percent of
small and midsized businesses that
manage their own security and use
the Internet for more than email will
be successfully attacked — and more
than half of them will never even
know it. Why? Because hackers know
that effective security can be too
costly and time consuming for most
small businesses to implement

successfully.

That’s why UltraTech Resources has
developed UltraShield™, a managed
security offering that helps ensure
your critical systems and data are
protected. UltraShield combines a
state-of-the-art security appliance
with focused monitoring and
management at a reasonable price to
provide a solid line of defense against
threats ranging from hacking
attempts and denial of service attacks

to phishing and viruses.

To learn more about UltraShield,
contact an UltraTech representative
today at 877.235.7698

ltrashield

We Make Secure

UltraTech Resources, Inc.

16401 Swingley Ridge

K

Road, Suite 250
Chesterfield, MO 63017

UltraTech

877.235.7698



