
T
he World Wide Web has
become as much a part of the
holidays as turkey and mistle-
toe. Unfortunately, Internet
security risks can make the

season much less bright for consumers
and their employers. Spam, malware
and other threats tend to spike during
the holidays as cybercriminals try to
take advantage of consumers who go
online to shop. When employees do
their online shopping at work, business
systems and networks become more
vulnerable to attack unless steps are
taken to mitigate these risks.

Online shopping at work has
become commonplace according to the
recent “Shopping on the Job: Online
Holiday Shopping and Workplace Inter-
net Safety” survey conducted on behalf
of ISACA, a global, nonprofit associa-
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HO, HO … OH, NO!HO, HO … OH, NO!
Online shopping plus lack
of security awareness make
the workplace more
vulnerable to spam and
viruses during the holidays.



tion of IT professionals. The survey
examined how much time employees will
spend in November and December shop-
ping online from work, how aware they
are of online security, and whether they
comply with employer policies for online
shopping. It is based on online polling of
973 consumers in late September 2008
and 3,191 IT professionals in October
2008.

Four out of 10 Americans ages 18
to 24 will spend up to five hours shop-
ping online using their work computer
this holiday season. This same age group
is the least worried about the vulnerabil-
ity of their work computers, creating an
increased risk of spam, viruses and phish-
ing attacks in the workplace.

Buy Now, Pay Later
Overall, 63 percent of people of all

ages surveyed plan to shop online during
the holiday season from their workplace
computers. However, older Americans
are less likely to shop from work than
those in the 18 to 24 group, who make
up the majority of “Millennials” — a
demographic typically described as being
more tech-savvy, more concerned about
work/life balance and less loyal to their
employers than other age groups.

Millennials were also found to
worry less about the vulnerability of
their work computer than their personal
computer. Close to half (49 percent) pay
more attention to the security of their
home computer than their work comput-
er, whereas almost two-thirds of workers
over age 25 are equally concerned with
both.

“This survey clearly shows that
younger employees are more likely to
engage in online activities at work that
put a business’s IT infrastructure at risk,”
said Kent Anderson of ISACA’s Security
Management Committee. “The fact that
Millennials are planning to spend the
equivalent of more than half a work day
doing holiday shopping from their work

computer, combined with their lack of
concern for how secure their computer
is, points to an urgent need for employee
education.”

Anderson added that the key is to
educate people of all ages on why they
need to care about security in addition to
how they should ensure their transac-
tions are secure.

Holiday Shopping Bill: $3,000
Providing a workplace e-mail

address to an online retailer can leave a
computer network open to a variety of
threats and productivity wasters includ-
ing spam, phishing attacks and viruses.
Yet more than two in 10 (22 percent)
respondents have clicked on an e-mail
link to go to a retailer’s Web site from
their workplace computer and used their
company e-mail address as the contact
for a purchase. In addition, one in four
(26 percent) respondents either does not
check or is unsure how to check the secu-
rity of a Web site before making a pur-
chase.

These findings are reflected in a
parallel version of the survey that was
administered to IT professionals who are
members of ISACA. According to
responses, nearly half (46 percent)
believe their company is losing an aver-
age of $3,000 or more in productivity
per employee from online holiday shop-
ping at work. More than half (55 per-
cent) also reported that their company
permits workers to shop online but has
no strategy for educating them about the
risks.

“With the economy in such a
volatile state, people are working long
hours and are facing increased pressure
to succeed,” said John Pironti of ISACA’s
Education Board. “The survey results
show that there needs to be a common-
sense balance between security aware-
ness and employee compliance.”
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ISACA recommends that employees
and IT departments take the
following steps to reduce the risk of
spam, viruses and inadvertent
downloading of backdoor “agents”
that can highjack corporate data.

For online shoppers: 
1. Make sure Web sites you connect

to are using SSL encryption while
you are entering personal
information. 

2. Do not allow sites to save your
username or password. Avoid
providing your work e-mail
address as your contact
information. 

3. Delete cookies from your
computer after you are finished
shopping. 

4. Use separate browser sessions for
your holiday shopping versus your
work-related browsing. 

5. If it looks too good to be true, it
probably is. Do not download
free games, ringtones, wallpapers
or animations onto your work
computer.

For the IT department: 
1. Train employees on safe

computing just prior to the holiday
shopping season and follow up
with periodic reminders. 

2. Tailor education programs to
match the various demographics,
attitudes and technology know-
how of groups within the
workplace. 

3. Conduct formal risk and threat
assessments and update your
Acceptable Use Policy and
security measures appropriately. 

4. Make sure that patches are
deployed, security functions are
enabled, and firewall rules,
intrusion detection system (IDS)
signatures, and spam filters are
updated regularly. 

5. Monitor networks for high-volume
or suspicious traffic and respond
immediately to threats. Remind
employees to sound the alarm if
suspicious events occur.

Safer Shopping Tips
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M
ore and more organizations are turning to virtualization technologies in an
effort to improve energy conservation and control power consumption
costs, and they are encountering unique challenges in the process accord-

ing to a recent survey conducted for IT operations management solutions provider
Avocent.

A majority of the 299 U.S. executives and IT managers surveyed said that
energy conservation and the cost of power were the most difficult issues to resolve
with their current tools, and many of the respondents noted that their interest and
work with virtualization technology is influenced by the hope of ultimate energy
savings.

“The findings further tell us that many administrators lack the tools they need
to properly manage power usage in data centers — only 55 percent say they can
monitor power usage today, and even then it’s mostly at the UPS level,” said Ben
Grimes, Avocent CTO. “These statistics show there’s a huge opportunity to
improve overall data center management and a strong desire to implement ‘Green
IT’ solutions.”

While a majority of respondents have rolled out some level of server virtual-
ization in an effort to produce cost reductions and energy savings, 24 percent said
they have experienced a disappearance of a virtual server from their system and
18 percent said they have permanently lost a virtual server. 

UltraTech Resources, Inc.
16401 Swingley Ridge Road, Suite 250
Chesterfield, MO 63017
636.594.2004 - Chesterfield 
636.978.3200 - O’Fallon, MO
314.985.5646 - St. Louis
877.235.7698 - Toll Free
636.594.2005 - Fax
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technicians in your small business or home office. Simply call us whenever you have
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� Our techs only gain access to your computer through a one-time-use, six-
digit PIN.
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I
n the alphabet soup of wireless networking
standards, 802.11n is the latest proposed
entry. While current WLANs based upon the
802.11 standard have real throughput in the
20Mbps to 25Mbps range, this new version

would increase real WLAN throughput to at least
100Mbps, with theoretical raw data speeds in excess
of 500Mbps.

Of course, 802.11g WLANs have rated through-
put rates of up to 54Mbps, even though actual
throughput is only about half that. The proposed
802.11n standard improves the efficiency of media
access control to provide end-users with at least

100Mbps of application-level bandwidth — compa-
rable to the wired LAN technology used in most
offices. As a result, 802.11n provides the capacity to
run advanced applications such as streaming video
and Voice over IP (VoIP).

Finding MIMO
At the heart of 802.11n is a technology called

MIMO — short for multiple input, multiple output
— that employs multiple antennas and radios to
transmit and receive data. Although multiple paths
typically degrade radio signals, MIMO uses a tech-
nique called spatial multiplexing for simultaneous

Wireless to the
Nth Degree

802.11n boosts
wireless LAN

throughput to at
least 100Mbps
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transmission. This not only increases bandwidth but pro-
vides greater coverage, enabling very high-speed connections
over distances of 150 feet or more.

In addition, 802.11n uses more of the wireless spectrum,
when available, to enhance performance; while 802.11g uses
22MHz-wide channels, 802.11n supports up to 40MHz-
wide channels. It is also designed to resist interference from
neighboring Wi-Fi systems and 2.4GHz devices.

Slow Route to Higher Speeds
Development of the 802.11n standard was officially

announced by the Institute of Electrical and Electronics Engi-
neers (IEEE) in January 2004. The process has been slow,
however, with substantial reworking of the original draft.
Draft 5.0 was approved in July 2008 and is expected to be
finalized in March 2009.

Nonetheless, the Wi-Fi Alliance started certifying prod-
ucts based on draft 2.0 in mid-2007. To date, the Wi-Fi
Alliance has put the Wi-Fi certified seal of approval — indi-
cating validated product interoperability — on 325 products
and is seeing strong numbers of 802.11n draft 2.0 products
presented for testing.

Wi-Fi users have responded to the widespread availabil-
ity of Wi-Fi certified 802.11n draft 2.0 products with
unprecedented enthusiasm. ABI Research forecasts that, by
2013, more than 90 percent of Wi-Fi products will support
802.11n, underscoring the tremendous benefits of advanced
Wi-Fi technology and the importance of interoperability cer-
tification in delivering the best user experience.

Wide Range of Products
Wi-Fi certified products span both traditional PC net-

working gear and consumer electronics. Enterprise network
managers can now choose from more 180 Wi-Fi certified
laptops, adapter cards and networking solutions that include
802.11n draft 2.0.

Wi-Fi certified 802.11n draft 2.0 products have been
tested for interoperability across vendors, adherence to
WPA2 (Wi-Fi Protected Access) security protocols, and back-
ward compatibility with more than 4,500 Wi-Fi certified
802.11 a/b/g products. Products based on the IEEE 802.11n
draft 2.0 deliver up to five times the throughput and up to
twice the range of those based on previous standards,
enabling a wide range of content-rich applications, and deliv-
ering those applications over a larger footprint. The certifi-
cation program also includes WMM (Wi-Fi Multimedia)
quality of service, which helps deliver the best user experi-
ence with applications such as voice, video and gaming.

With a rapidly increasing number of draft-based prod-
ucts entering the market, the Wi-Fi Alliance began certifying
products ahead of the final IEEE 802.11n standard to help
ensure interoperability and the best user experience. The Wi-
Fi Alliance plans to certify products based on the final ver-
sion of the 802.11n standard once finalized by the IEEE.

GET A CLUE
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D
eploying and managing tra-
ditional desktops represents
one of the most time-con-
suming and expensive opera-
tions supported by IT orga-

nizations. According to industry esti-
mates, managing a typical end-user
desktop can cost more than $5,000 a
year. Unfortunately, even this high level
of investment cannot keep pace with
the rapid increase in application con-
flicts and corruptions that degrade user
performance, reduce employee produc-
tivity, and increase the risk of data loss
and security exposure.

Desktop virtualization helps relieve
these headaches by consolidating and
centralizing complete desktop environ-
ments within the data center. Desktop
virtualization solutions transform the
entire desktop — including operating
system, applications and data — into an
image that is stored and executed on a
server. End-users can access their virtu-
al desktops using a traditional PC, thin

client or other network-connected
device.

The potential benefits of the virtual
desktop model are so great that many
industry experts believe desktop virtu-
alization will ultimately do much more
than server virtualization to improve
the management of the IT infrastruc-
ture. Analyst firm IDC predicts the total
market for virtual desktop infrastruc-
ture products and services will exceed
$1 billion by 2011.

“Virtualization on the client is per-
haps two years behind (server virtual-
ization), but it is going to be much big-
ger,” said Gartner Vice President and
Distinguished Analyst Thomas Bittman.
“On the PC, it is about isolation and
creating a managed environment that
the user can’t touch. This will help
change the paradigm of desktop com-
puter management in organizations. It
will make the trend towards employee-
owned notebooks more manageable,
flexible and secure.”

The Virtual Desktop
Desktop

virtualization
promises to
improve PC

manageability
and flexibility.
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A Better Approach
A virtual desktop functions as though it were running

directly on the user’s computer, but critical data is kept in the
data center where it can be more easily managed and
secured. That approach is similar to the server-based com-
puting model, in which servers run the applications and give
users remote access via a stripped-down PC or thin client.
However, desktop virtualization offers a much higher degree
of customization. In essence, servers host an entire desktop
environment specific to each user.

Virtual machine images are built and stored on servers
and delivered to end-users as needed over the network or the
Internet. These images can be customized with the operating
system, applications, security settings and other personaliza-
tion features required by specific users.

Hypervisor technology provides a bridge allowing users
to access their desktop environments from traditional PCs or
thin clients. When users authenticate to a server, the virtual
desktop image gets loaded and boots with all of the prefer-
ences set. When they log off, any changes are loaded back
into their base virtual image. With these virtual images
stored in a central server, users have the ability to access their
personalized computing environments from any device and
any location, as long as they have a way of connecting to
that central source.

Cost Savings, Security and More
Desktop virtualization offers a compelling alternative to

traditional desktop management processes. With the ability
to provision PCs and other client devices with software from
a central location, IT staff can set up new users, workgroups
or departments in just minutes, and manage and support a
large number of workstations from the data center rather
than at each user's desk.

The ability to control and manage desktops and updates
centrally reduces the costs normally associated with the tra-
ditional distributed desktop model and increases IT efficien-
cy. Workers also become more productive because they can
get their full PC experience from any location.

Virtual machines are inherently more secure because
operating systems and applications can be updated instantly
from the data center. What’s more, virtual machines are pro-
tected from disaster, disruption, attack and theft.

Traditional distributed desktop computing — where
everyone in an organization has his or her own PC or laptop
loaded with applications and data — is expensive, complex,
time-consuming and insecure. By extending the virtualiza-
tion concept to the desktop, IT administrators can deploy
virtual machines on every PC and deliver a complete desktop
experience that is easy to manage, fast to deploy, less costly
to maintain, always current and better protected.

IT staffing solutions? Check.

Custom software and Web development? Check.

Comprehensive networking and security services? Check.
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complex IT issues.
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According to Gartner, 40 percent of

small and midsized businesses that

manage their own security and use

the Internet for more than email will

be successfully attacked — and more

than half of them will never even

know it. Why? Because hackers know

that effective security can be too

costly and time consuming for most

small businesses to implement

successfully.
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threats ranging from hacking
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to phishing and viruses.
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